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Preface 

Overview 

To begin this lab, we are going to discover, first-hand, some of the information anyone can pull from 

your IP address using centralops.net. We will then dive into our personal computers Command Line 

Interface (CLI) in order to use further commands revolving around our IP Address and security. Cyber 

threats are always out there; we will utilize Nmap and Wireshark to showcase ways that criminals scan 

for weaknesses. We will then end the lab with Network Security Best Practices. 

Estimated Time to Complete: 60 mins 

 

Dependency 

This lab leverages concepts imparted in the Cyber Resilience Framework and Lifecycle lecture. 

 

Objectives 

There are four Milestones you must complete: 

1. Understand the data behind IP Addresses 

2. Explore your personal Command Line Interface 

3. Learn about basic tools attackers use to infiltrate your network security 

4. Cement industry Best Practices into your mind such as enabling a DNS 

 

Tools 

Zenmap is the official cross-platform GUI for the Nmap Security Scanner. It is a multi-platform free and 

open source application which aims to make Nmap easy for beginners to use while providing advanced 

features for experienced Nmap users. 
 
 

Wireshark is a free and open-source packet analyser; often referred to as a “sniffer”. It is used for 

network troubleshooting analysis, software and communications protocol development, and education. 

Wireshark is used to examine the details of traffic as data is sent from one connection to the other. 
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Flow 

1. The user will access Central Ops and perform ping test, Trace Route and Name Server Lookup. 

2. The User will access Zenmap through their internet browser and download NMAP software for 

on premise usage. 

3. The User will access Wireshark through their internet browser and download the software for on 

premise usage. 
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Milestone 1: The Data Behind Your IP Address 

Milestone Overview 

This lab requires you to complete four Milestones: 

1. The Data Behind Your IP Address 

2. Command Line Interface (CLI) 

3. Offensive Network Tools 

4. Network Protection Practices 

In this Milestone we will introduce a tool for investigating, exploring, and troubleshooting Internet 

addresses such as domain names, IP addresses, email addresses, and URLs. 

 
Explore Central Ops 

1. Navigate to centralops.net 

2. The first thing we are going to do is find your IP Address. 

3. Under the first section Domain Dossier, click on “learn about yourself.” 

Figure 1-1 Central Ops Website 

https://centralops.net/co/
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4. Once you have located your own address return to the main menu and navigate to the “Ping” 

section. 

5. Input your personal IP Address and hit go. 

6. Read the results. What was the average and max response time? Was there any packet loss? 

Figure 1-2 Ping Test Results 
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7. The next tool from the menu we are going to explore is traceroute. From here we can see all the 

different hops we make as we connect from the CentralOps server in Texas to whichever IP we 

desire. For this lab input your personal IP Address and hit go. 

Figure 1-3 Trace Route Results 



IBM Skills Academy 

Network Security Tools 9 Course materials may not be reproduced in whole or in 
part without the prior written permission of IBM. 

 

 

 

The last command we will use from centralops.net menu will be the Nslookup (Name Server Lookup). 

8. Enter the domain of a website 

you would like to run nslookup 

against. (I am using 

www.whatis.com). 

9. Hit “go”. 

10. Review the Answer records, 

Authority records, and 

Additional 

Records. 

11. Authority Records will give a 

little more information on 

what DNS the server is 

using. 

12. Additional Records are other 

name servers that the site does 

not recognize as one of their 

own authorities. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Milestone Summary 

This network tool can be used to investigate domains and IP addresses, trace the information path from 

one server to the other and perform Query the DNS for resource records. 

In the next section we will use Command Line Interface (CLI) to learn how to find network information 

from our own computer. 

Figure 1-4 NsLookup Results 
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Milestone 2: Command Line Interface (CLI) 

Milestone Overview 

This lab requires you to complete four  Milestones: 

1. The Data Behind Your IP Address 

2. Command Line Interface (CLI) 

3. Offensive Network Tools 

4. Network Protection Practices 

In this Milestone we will introduce a way to find network information from our own computer. 

 
Exploring Command Interpreters 

The following section will be completed in your personal computer. Windows users will utilize their 

Command Prompt and MacOS users will utilize their Terminal. 

 

Windows users will find their Command Prompt by tapping the search button on the taskbar and typing 

cmd. Choose Command Prompt from the menu. 

 

 
 

Figure 2-1 Windows Command Prompt Navigation 



IBM Skills Academy 

Network Security Tools 11 Course materials may not be reproduced in whole or in 
part without the prior written permission of IBM. 

 

 

help 

 

Mac users will find their Terminal by tapping the magnify glass on the top right of their screen. Type 

Terminal and hit return. 
 

 

Figure 2-2 Mac Terminal Navigation 

 

1. The first and most useful command we will utilize is help. This command will provide a menu of 

all the options you can perform inside your Command Line Interface. 

In the command line input: 
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ifconfig 

ipconfig 

 

Skim the available options. We will not go through all of them during this lab, but we will be hitting a few 

from this list. 

 
Figure 2-3 Available Help Options 

 

 

2. In the spirit of the previous section let’s continue looking at IP commands 

Mac users: In the command line input: 
 

 

Windows users: In the command line input: 
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cd desktop 

 

The ipconfig or ifconfig displays all current TCP/IP network configuration values and refreshes the 

Dynamic Host Configuration Protocol (DHCP) as well as the Domain Name System (DNS) settings. 
 

Figure 2-4 Network Configuration 

 

 

The Command Line Interface also lets us make changes to the computer and pull stored data. For 

instance, with two simple commands I can see all of the files stored in any directory. 

3. First, we need to choose the directory we want to view (I am going to use my desktop) 

In the command line input: 
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ls 

 

You will know you are successful if the designated directory now shows before your username 
 
 
 
 
 

Figure 2-5 Terminal (with desktop as designated directory) 

 

 

 

4. Once you have confirmed the directory has been designated 

In the command line input: 

 

 

As you can see my desktop is in serious need of cleaning. How is yours? How are you other directories? 

Try connecting to at least one other directory before moving on. 

 

Figure 2-6 Terminal (showing list of files after ls command) 

 

 

Milestone Summary 

In this milestone, we learned how to access our network information without the need for an interface, 

just by entering commands to the computer. 

In the next section, we will install and familiarize ourselves with Offensive Network Tools. 
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Milestone 3: Offensive Network Tools 

Milestone Overview 

This lab requires you to complete four  Milestones: 

1. The Data Behind Your IP Address 

2. Command Line Interface (CLI) 

3. Offensive Network Tools 

4. Network Protection Practices 

In this Milestone, we will learn how to download and use both NMAP, a network mapping tool, and 

Wireshark, a packet sniffer. 

 

Zenmap 

Nmap (Network Mapped) is a free and open source tool for network discovery and security auditing. 

Nmap was designed to rapidly scan large networks and provide reports of what services the network is 

hosting, what operating system they are running, and what type of packet filters or firewalls are in 

place. This makes it a great tool for taking network inventory, but it also makes an excellent tool for 

attackers to scan your network and get a general view of your security such as open ports. 
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Figure 3-2 Nmap Windows Download 

 

Install Zenmap 

1. Navigate to nmap.org. 
 

 
 

2. Click on the “download” link next to Nmap 7.7. 

3. Scroll down to the download file for your operating system. 

Windows users will click on the “Latest stable release self-installer.” 

Figure 3-1 Nmap Webpage 

https://nmap.org/
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Figure 3-4 Zenmap 

 

Mac users will click on the “Latest stable release installer.” 
 

 
 

 

4. Follow the directions of the installer, and once finished, open Zenmap. 

Figure 3-3 Nmap Mac Download 
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Figure 3-4 Zenmap targeting AltoroMutual 

 

Zenmap Basic Functionality 

1. Inside the target box input either a domain or IP Address (we will be using altoromutual.com) 

and hit scan. 

 
2. Watch as Zenmap starts it’s scan and goes through multiple CLI commands such as Ping and 

Traceroute. 

3. The report may have been generated to fast to follow but scroll up and check if Zenmap found 

any open ports. 

 

Figure 3-4 Zenmap discovering open ports 
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Wireshark 

Wireshark is a free and open-source packet analyser; often referred to as a “sniffer”. It is used for 

network troubleshooting analysis, software and communications protocol development, and education. 

Wireshark is used to examine the details of traffic as data is sent from one connection to the other. 

 
 

Install Wireshark 

1. Navigate to wireshark.org 
 

 

 

2. Click on “Download” 

Figure 3-5 Wireshark Webpage 

https://www.wireshark.org/
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Figure 3-7 Wireshark Internet Network Options 

 

3. Select the most current stable release for your operating system 

 

Figure 3-6 Wireshark Downloads 

 
 

4. Run the file and click through the installation process. 

 
 

Wireshark Basic Functionality 

1. Open Wireshark. 

2. From the list of interfaces shown select your internet network. 
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Wireshark will immediately begin capturing data. 
 

 

 
Please be careful where you point Wireshark as it is illegal to scan a network you do not have 

authorization to scan. Once Wireshark is running you can click into any of these packet instances to dive 

deeper into the information that was shared. Can you find sensitive information? Can you find encrypted 

information? 

 
Milestone Summary 

Nmap is a software that performs port scans to check network security and can also be used to 

discover services and servers on a computer network. Wireshark captures data, in what is called a 

“packet”, each organized by protocol, to analyze network traffic. 

1.1.1.1  

1.1.1.1  

1.1.1.1  

1.1.1.1  

1.1.1.1  

1.1.1.1  

1.1.1.1  

1.1.1.1  

1.1.1.1  

1.1.1.1  

1.1.1.1 

1.1.1.1 

Figure 3-8 Wireshark Screen Showing the Data Captured 
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Milestone 4: Network Protection Practices 

Milestone Overview 

This lab requires you to complete four  Milestones: 

1. The Data Behind Your IP Address 

2. Command Line Interface (CLI) 

3. Offensive Network Tools 

4. Network Protection Practices 

With so many tools that attackers can use to scan our networks there must be something we can do to 

protect ourselves and verify that the domain we wish to connect to is indeed the correct connection. A 

Domain Name System is our answer. Quad9 provides security for DNS queries by automatically 

blocking websites that are known to steal personal information, infect users with malware, or conduct 

illegal activity. 

 
Installing Quad9 on Windows 

1. Open your control panel 

2. Select “Network and Internet” 

Figure 4-1 Windows Control Panel 
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3. Click “Network and Sharing Center” 
 

 

 
4. Click “Change adapter settings” on the left side-menu 

 

 

Figure 4-3 Windows Network and Sharing Center 

Figure 4-2 Windows Network and Internet 
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5. Right-click on your internet connection and click into “Properties” 

 

Figure 4-4 Windows Change Adapter Settings 

 

6. Select “Internet Protocol Version 4 (TCP/IPv4)” and then click “Properties” 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 4-5 Windows Adapter Settings Properties 
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7. Select “Use the following DNS server addresses” and type “9.9.9.9” and hit “OK” then close to 

save your settings. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4-6 Internet Protocol Version 4 (TCP/IPv4) Properties 

 

 

You are now protected by Quad9 DNS! 
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Figure 4-7 Mac System Preferences 

 

Installing Quad9 on Mac 

1. Go to System Preferences and select “Network” 

 
2. Inside Network click “Advanced” 

 

Figure 4-8 Mac - Network 
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3. Select “DNS” from the top menu and click on the “+” sign to add a new DNS server 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4-9 Mac – Advanced Network 

 

 

4. Enter 9.9.9.9 at the top of the list and hit “OK” to exit and hit “Apply” to save 

 

Figure 4-10 Mac – Advanced Network - DNS 

 

 

You are now protected by Quad9 DNS! 
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Milestone Summary 

Quad9 provides security for DNS queries by automatically blocking websites that are known to steal 

personal information, infect users with malware, or conduct illegal activity. By adding Quad9, we have 

quickly and easily brought another level of security into our network. 
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